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Cyber Surety Professional

HQ USAFE-AFAFRICA/A4M and A6C is requesting 3 Enlisted members to work as a Cyber Surety Professional within the
Aircraft and Munitions Maintenance Division and/or the Capabilities Integration & Compliance Division. The applicant
will be directly responsible for projects within the European Deterrence Initiate (EDI) program that have a focus on rapid
deployment of innovation to bridge operational capability gaps. The applicant will assist in developing operational
solutions, providing staff support to multiple end users within the European theater and fill the Key Roles and execute
the responsibilities to support AF authorization to operate/authorization to connect (ATO/ATC) cybersecurity efforts.
They will be expected to synchronize projects, tasks, actions, briefings and programs across multiple directorates, Wings,
Program Offices, and MAJCOMS. Duties will require an individual with the ability to integrate with teams from other staff
directorates, contractors, and SME’s. Other tasks and duties include developing and reviewing policy and plans, utilizing
Task Management Tool (TMT), tracking and briefing major program milestones, and staffing program documents for
approval.

PM — Program Manager 1) Must identify, implement, and ensure full integration of cybersecurity into all phases of the
acquisition, upgrade, or modification programs, including: initial design, development, testing, fielding, operation, and
sustainment 2) Will ensure the program management office is resourced to support IS security engineering requirements
and security technical assessments of the IT for the SCA’s recommendation, the AOs authorization decision, and other
security-related assessments (e.g., Financial Improvement and Audit Readiness IT testing, Inspector General audits). 3)
Will ensure the IT is registered IAW AFI 17-110, Information Technology Portfolio Management and Capital Planning and
Investment Control. 4) Will ensure the development and implementation of a cybersecurity strategy for IT 5) Will ensure
applicable cyber tasking orders are received and acted upon per cyber tasking order directions. 6) Ensures periodic
reviews, testing, or assessment of assigned IT are conducted at least annually, and IAW the ISCM strategy. 7) Will ensure
operational systems maintain a current authorization to operate and recommend to the AO that systems without a
current authorization are identified for removal from operation.

MPA Report Date 7/27/2020
Duration(days) 365
USAFE (0D) Supporting Unit USAFE A4 & A6
name

Personnel Requirements

Ramstein Desired grade E-7
False Minimum Acceptable Grade E-6
USEUCOM Maximum Acceptable Grade E-8
Germany Number of Positions 3

Not Required

Mr. Lynn Martin
lynn.martin.2@us.af.mil

314-480-8890

AFSC Years Experience

Secondary POC

3D073 (5), 3D053 (5)

Name Ms. Agnieszka Hanson
Email agnieszka.hanson@us.af.mil
Phone 314-478-0576

https://arcnet.sso.cce.af.mil/arcnet/Vrs/Print/PrintJobDetails/197927
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